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Open Science Grid

Security Training: Securing SSH Access

Kevin Hill
OSG Security Team
Fermilab
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me Grid Objective

e Brief overview of OpenSSL/Heartbleed
vulnerability.

e Securing SSH

 More passwords mean more problems, here'’s
some help....

e FailZ2ban

o 2 factor authentication with Google
Authenticator example.
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Open Science Grid

HEARTBLEED MUST
BE THE WORST WEB
SECURITY LAPSE EVER.

WUORST S0 FAR.
GIVE VS TIME.

P

XKCD

I MEAN, THIS BUG ISNT

JusT BROKENI ENCRYPTION.

IT LETS WEBSITE VISITORS
MAKE. A SERVER DISPENSE

RANDOM MEMORY CONTENTS.

3

IT'S NOT JUST KEYS.
ITS TRAFAC DATA.
EMAILS. PASSWORDS.
EROTIC FANFCTION.

IS EVERYTHING
CDMPROM;SED?

WELL, THE ATTACK 15
UMITED TO DATA SIORED
IN COMPUTER MEMORY.

50 PAPER 1S SAFE.
AND CLAY TABLETS.

OUR IMAGINATIONS, Too. |
SEE, UELL BE FINE.

Iy

Alt text: “I looked at some of the data dumps from vulnerable sites, and it was ... bad. | saw

emails, passwords, password hints. SSL keys and session cookies. Important servers brimming
with visitor IPs. Attack ships on fire off the shoulder of Orion, c-beams glittering in the dark near
the Tannhauser Gate. | should probably patch OpenSSL.”




g

L e

memd OpenSSL/Heartbleed

A malformed request tricks the server to returning
a chunk of its private memory.

« Memory can include the servers private key, and
potentially snippets of traffic that was encrypted/
decrypted by the server.

o All affected servers need to be patched ASAP.

e All servers should have certificates replaced with
new keys.

e Users of affected services should reset
passwords after the server is patched and re-
keyed.
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Open Science Grid Secu Il ng SS H

* Phishing/Trojan likely source of password
compromise these days.

 Bad guys can still use dictionary attacks. Your
password isn’t in a dictionary is it?
— Scan system.
— Look for open services.
- SSH brute force attack.
— Other vulnerabilities?
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e Once we are in:
— Look for other credentials

— Ssh keys need to have passwords, or attacker will
have free access to potentially all the systems in
your known_hosts file

- Start “bad” processes.
— Scan network further.
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— Are We Being Attacked?

Open Science Grid

e |s system acting abnormally?

 Check logs for unusual activity.

e Check for unusual processes.

e Check for unusual network connections.
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megnd Report Incident

 Follow OSG procedures to report incident.
e Call GOC, open ticket.
e Disconnect network!
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Open Science Grid Forens“:s

e Check for running processes.
e Check for odd port usage.
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e Block compromised credentials.
e Secure ssh with checklist.
e Configure iptables.
e Configure fail2ban.
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e Two factor auth requires both a password you
know, as well as a code from a device you
have.

e Provides second level of defense after
passwords.

e Google Authenticator is free to use, has some
limitations in larger installations.
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e |Included in Fedora.
e Get code and compile from code.google.com
e Add to pam.

 Create code and add to mobile app by
scanning barcode.
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Screenshot 1

April, 2014

0000 AT&T 4G 11:10 PM

(i) Authenticator

Google

508732

kevdude@gmail.com

371784

LastPass-kevdude@gmail.com

303615

kevinh@server1.vm.mac
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Open Science Grid Screens hOt 2

00000 AT&T 4G 11:10 PM

Add Entry

Scan Barcode

Manual Entry
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Open Science Grid Install fail2ban

e Fail2ban blocks hosts via iptables when it
sees a certain number of failed login attempts
coming from it.

e Fail2ban available from both RPMForge and
EPEL.

e Defaults provide reasonable SSH protection
out of the box.

e Demo...
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e Turn off SSH!
e Only use ssh v2.

e Limit user access

— AllowUsers root tom ‘jerry
- DenyUsers tom jerry

e Configure Idle timeouts

— clinetAlivelnterval 300
— ClientAliveCountMax 0

e Disable .rhosts files
— IgnoreRhosts yes
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 Disable Host-Based Authentication
e Disable root Login via SSH
 Enable a Warning Banner

e Firewall SSH Port # 22

« Change SSH Port and Limit IP Binding
— Port
— Listen Address

 Use Public Key Based Authentication
e Disable Empty Passwords
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e Disable Host-based authentication
- HostBasedAuthentication no

* Disable root Login
- PermitRootLogin no
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Questions?

April, 2014
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